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Agenda

(Disclaimer: | am not an expert with Terraform.... This is a story of my
adventure of learning Terraform)

* Resources

* Tokens???

* Deploying CVO Instance
* Deploying FSx ONTAP

* Deploying the Connector

e Some more usuful Tricks...
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Resources to learn Terraform

G |i‘| https://learn.hashicorp.com/tutorials/terraform/infrastructure-as-code?in=terraform/aws-get-started i Eﬂ, {a oy
(H) HashiCorp Learn  Browse products v Q. Search
Jump to section Show Terminal Docs Foru
¥ Terraform
AWS What is Infrastructure as Code with Terraform?

e Start Learning Terraform:
https://learn.hashicorp.com/tutorials/terraform/infrastructure-as-code?in=terraform/aws-get-started

e Terraform — Syntax:
https://www.terraform.io/language/resources/syntax

* NetApp TV: Deploy NetApp ONTAP in the Cloud with Terraform and Ansible:
(Need to login with your NetApp Insight Account)
https://www.netapp.tv/details/28270



https://learn.hashicorp.com/tutorials/terraform/infrastructure-as-code?in=terraform/aws-get-started
https://www.terraform.io/language/resources/syntax
https://urldefense.com/v3/__https:/www.netapp.tv/details/28270__;!!CYQycLDRcg!vtVuP4UJRiJlY2--3VZVlqhn6shdx5pQA6ufXmfgKty958BB0Y_xXlFYYEIUzL_ddTxN4mJYSxm1YpuSXlOTCA$
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Other Resources:

* Blog: How to Deploy Cloud Volumes ONTAP Using NetApp Cloud Manager Terraform Provider

https://cloud.netapp.com/blog/cvo-blg-setting-up-cloud-volumes-ontap-with-the-terraform-provider

* Blog: Terraform & Cloud Manager: How to Use Cloud Manager Terraform Provider

https://cloud.netapp.com/blog/cvo-blg-terraform-cloud-manager-terraform-
provider#t:~:text=%20The%20Cloud%20Manager%20Terraform%20provider%3A%20%201,as%20connectors
%2C%20aggregates%2C%20volumes%20and%20CIFS%20More%20

* Terraform | Registry — NETAPP CLOUDMANAGER DOCUMENTATION:

https://registry.terraform.io/providers/NetApp/netapp-cloudmanager/latest/docs

e Github- Terraform CVO Examples:

https://github.com/NetApp/terraform-provider-netapp-
cloudmanager/blob/main/examples/aws/resources.tf



https://cloud.netapp.com/blog/cvo-blg-setting-up-cloud-volumes-ontap-with-the-terraform-provider
https://cloud.netapp.com/blog/cvo-blg-terraform-cloud-manager-terraform-provider#:~:text=%20The%20Cloud%20Manager%20Terraform%20provider%3A%20%201,as%20connectors%2C%20aggregates%2C%20volumes%20and%20CIFS%20More%20
https://registry.terraform.io/providers/NetApp/netapp-cloudmanager/latest/docs
https://github.com/NetApp/terraform-provider-netapp-cloudmanager/blob/main/examples/aws/resources.tf
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Start creating Terraform Modules for CVO

provider "netapp-cloudmanager” {
refresh_token = var.token

}

resource "netapp-cloudmanager_cvo_aws" "cvoaws" {
name ="ONTAPSingleNode"
region = "us-east-1"

subnet_id = "subnet-XXXXXXXXXXXXXXXXX"
vpc_id = "vpc-XXXXXXXXXXXXXXXXX"
aws_tag {

tag_key ="demo"

tag_value = "tfcvo"
}
aws_tag {

tag_key ="conf"

tag_value ="singlenode"

}

provider "netapp-cloudmanager” {
refresh_token = var.cloudmanager_refresh_token
sa_secret_key = var.cloudmanager_sa_secret_key
sa_client_id = var.cloudmanager_sa_client_id
aws_profile = var.cloudmanager_aws_profile }
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Tokens ??7??

Cloud Central Products v Solutions v Clouds v Partners v Resources v Blog v

TODAY 2:50 PM

NetApo

Wait, don't close me! & I'm your
friendly NetApp cloud concierge.
M Whatcan| help you solve?

Solve cloud storage
challenges
Start Free Trial <

-

[ Protect and manage data

J

[ Migrate enterprise apps

[ Turbocharge DevOps

J

What Token do | need for
Terraform?) © &>
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Refresh Tokens???

M NetApp

Cloud Volumes

I Authentication Information

loud Volumes

Learn how te authenticate
NetApp Cloud Central Services use OAuth 2.0, an industry-standard protocol, for

ﬂ; authorization.

ature Spotlight Communicating with an authenticated endpoint is a two step-process.

1. Acquire a JWT access token from the OAuth token endpaint.

- NetApp Clouc 2. Call an APl endpoint with the JWT access token. View APl Documentation
Products » Integrated hub for de

Non-federated users can use regular access or refresh token access, federated users
must use refresh token access.

A

Tools » @ I Regular Access Refresh Token Access JRequired for federated users)
Cloud Ma nag How to Acquire a JWT Access Token via refresh token access (Required
q q View APl Documentation
Tenancy Service rest | for federated users)
API

1. Generate a long-lived refresh token from the Refresh Token Generator

* Create user token | NetApp Documentation:

https://docs.netapp.com/us-en/cloud-manager-automation/platform/create user token.html#l-generate-the-user-token



https://docs.netapp.com/us-en/cloud-manager-automation/platform/create_user_token.html#1-generate-the-user-token
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Refresh Token Variables

BP ec2-user@ip-172-28-2-13:~/tf-cvo — O >
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Bash Script for a JWT Token

curl -X GET http://localhost/occm/api/occm/system/support-services | jq -r
.portalService.authOlnformation > info.txt

clientld="cat info.txt | jq -r .clientld
domain="cat info.txt | jg -r .domain’
audience="cat info.txt | jg -r .audience’
email=NetApp Cloud Central ID (email)
password=NetApp Cloud Central password

curl https://Sdomain/oauth/token -X POST --header "Content-
Type:app/ication/json "--data "{\"grant type\": \"password\" \"username\":
\"Semail\",\"password\": \"Spasswo

rd\" \"audience\": \"Saudience\" \"scope\": \"profile\" \"client id\":
\"Sclientld\"}" | jg -r .access_token > token.txt
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~J

Tokens

==| - >

Protected Resource
SPA RS

In the diagram above, SPA = Single-Page Application; AS = Authorization Server;

RS = Resource Server; AT = Access Token: RT = Refresh Token.

* What Are Refresh Tokens and How to Use Them Securely:
https://auth0.com/blog/refresh-tokens-what-are-they-and-when-to-use-them/



https://auth0.com/blog/refresh-tokens-what-are-they-and-when-to-use-them/
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Deploy CVO instance: client_id

resource "netapp-cloudmanager _cvo aws" "cvoaws" {
name ="ONTAPSingleNode"
region = "us-east-1“

subnet_id = "subnet-##H#H##HHHBHHH"
vpc_id = "vpc-#iHHHtaHHgg"
svm_password = "NetApp123!"
client_id = "Connector ID"
capacity_package name = "Freemium"
writing_speed_state = "NORMAL"

client id - (Required) The client ID of the Cloud Manager Connector. You can find the ID from a previous create
Connector action as shown in the example, or from the Connector tab on https://cloudmanager.netapp.com.



https://registry.terraform.io/providers/NetApp/netapp-cloudmanager/latest/docs/resources/cvo_aws#client_id
https://cloudmanager.netapp.com/
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Steps to find Connector Id: (client id)

Account Workspace
Techdata Workspace-1

Connectors Add Connector Manage Connectors

CloudManagerAWS Go to Local Ul A

AWS | us-east-1 | = Active
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Copy and Paste Connector Id: (Warning)

Manage Connectors

1 Connector q

Connector Name Status = | Cloud Provider

CloudManagerAWS ® Active aws US East (N. Virginia) D)

Go to Local Ul A2

E *Untitled - Notepad — n e

File Edit Format View Help
Mobb67kwAIdgn\VIXEXdtPKUelYcmogiPVclients)
L]

Edit URIs
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Next, Deploying FSx ONTAP

resource "netapp-cloudmanager_aws_fsx" "aws-fsx" {
provider = netapp-cloudmanager

name = "TerraformAWSFSX"

region = "us-east-1"

primary_subnet_id = "subnet-XXXXXXXXXXXXXXXXX"
secondary_subnet_id = "subnet-XXXXXXXXXXXXXXXXX"
tenant_id = "account-XXXXXXXX"

workspace_id = "workspace-XXXXXXXX"
fsx_admin_password = “NetApp123!"
throughput_capacity = 512

storage _capacity_size = 1024
storage_capacity_size unit = "GiB"
aws_credentials_name = “abcd” (From TF Example)

aws credentials name - (Required) The name of the AWS Credentials account name.



https://registry.terraform.io/providers/NetApp/netapp-cloudmanager/latest/docs/resources/aws_fsx#aws_credentials_name
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Permissions for FSx ONTAP

3 Credentials

aws FSxONTAP

Type: Assume Role | Cloud Manager

020779576776 NetApp_CM_Deploy_AWS_FSX_...

AWS Account ID Assume Role

AWS Instance Profile

aws

"‘ Type: Instance Profile | Connector
020779576776 CloudManagerAWSOCCM16069...
AWS Account ID IAM Role

Set up permissions for FSx for ONTAP

https://docs.netapp.com/us-en/occm/task setting up permissions fsx.html#set-up-the-iam-role



https://docs.netapp.com/us-en/occm/task_setting_up_permissions_fsx.html#set-up-the-iam-role
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Next, Deploying FSx ONTAP

resource "netapp-cloudmanager_aws_fsx" "aws-fsx" {
provider = netapp-cloudmanager

name = "TerraformAWSFSX"

region = "us-east-1"

primary_subnet_id = "subnet-XXXXXXXXXXXXXXXXX"
secondary_subnet_id = "subnet-XXXXXXXXXXXXXXXXX"
tenant_id = "account-XXXXXXXX"

workspace_id = "workspace-XXXXXXXX"
fsx_admin_password = "VMselect1!"
throughput_capacity = 512

storage _capacity_size = 1024
storage_capacity_size unit = "GiB"
aws_credentials_name = “FSXONTAP*

aws credentials name - (Required) The name of the AWS Credentials account name.



https://registry.terraform.io/providers/NetApp/netapp-cloudmanager/latest/docs/resources/aws_fsx#aws_credentials_name
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Deploying Cloud Manager Connector

resource "netapp-cloudmanager_connector_aws" "cl-occm-aws" {

name = "TD-ConnectorAWS"

region = "us-east-1"

key _name = "CloudManager"

company = "TD SYNNEX"

instance_type = "t3.xlarge"

subnet_id = "subnet-XXXXXXXXXXXXXXXXX"

security_group_id = "sg-XXXXXXXXXXXXXXXXX"
iam_instance_profile_name =“OCCM_AUTOMATION“(From TF Example)

account_id = "account-MvEYOWrqg"

eiam instance profile name - (Required) The name of the instance profile for the Connector.



https://registry.terraform.io/providers/NetApp/netapp-cloudmanager/latest/docs/resources/connector_aws#iam_instance_profile_name

Setting up an IAM role for the Cloud ©) TD SYNNEX
Manager Instance

a_‘.l'"_l"rrs- ==z Services Q

Identity and Access x o IntrOdUCinﬂ the new IAM roles EIpEliEﬂt:E
Management {IAM} We've rE{jESignEd the 1AM roles EIpEliEI‘ICE to make it easier to use. Let us know what You think.

Q Search IAM 1AM Foles MNetApp CM_Connector_Deployment
Pashboard NetApp CM_Connector Deployment
W Access management Allows EC2 instances to call AWS services on your behalf.
User groups
Users Summary
Roles
E— Creation date ARN

https://library.netapp.com/ecmdocs/ECMLP2484721/html/GUID-2A4A9390-7BFE-416F-B7C9-
EACASC3F31DB.html



https://library.netapp.com/ecmdocs/ECMLP2484721/html/GUID-2A4A9390-7BFE-416F-B7C9-EACA8C3F31DB.html
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And a Couple of more Tricks!!!

resource "netapp-cloudmanager _cvo_aws" "cvoaws" {
depends_on = [netapp-cloudmanager_connector_aws.cl-occm-aws]
provider = netapp-cloudmanager
name ="ONTAPSingleNode"
region ="us-east-1"
vpc_id = "vpc-XXXXXXXXXXXXXXXXX"
subnet_id = "subnet-XXXXXXXXXXXXXXXXX"
svm_password = “XXXXXXXX"
client_id = netapp-cloudmanager_connector_aws.cl-occm-aws.client_id
#client_id = “NXOOOXXXXXXXX"
capacity _package name = "Freemium"
writing_speed_state = "NORMAL"
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The End...

@richtechguy @FlexPod _JA



