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FlexPod Sessions (con’t)

SPOBK-2012; https://media.netapp.com/video-detail/dabd97b2-5aab-5587 -
Secure your Al Data  bb4c-28c6a23abd71/secure-your-ai-data-and-workloads-with-
and Workloads flexpod-and-cisco-innovation

CC-2211:
Accelerating Al Recording coming soon
Workloads

https://media.netapp.com/video-detail/5dd37 2ef-eaf8-59d7-95ff-
9adf86a45a9f/secure-ai-with-flexpod-building-trust-from-model-to-
mission

BKO-4404: Secure
Al with FlexPod

1© 1© &P

All Insight Sessions: https://media.netapp.com/collection/2bb56b67-b436-4ee6-9f19-5323247ec4f0
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ONTAP personalities

Optimized architectures for every use case, one storage OS

Unified Dedicated block Disaggregated

» Unified file, block, and » Optimized for block * Independently scalable
object in a single array workloads performance and
capacity
» Unmatched versatility, » Single pool of storage
from TBs to PBs of for streamlined « Enterprise grade
capacity provisioning durability and data
management
» Disk aggregates owned * Symmetric
by controllers active / active « Ready for Al architecture
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NetApp Al Data Engine

Advanced data intelligence for Al

Simplified, secure Al data pipeline

- e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
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FIND & KEEP IT

UNDERSTAND CURRENT

YOUR DATA

across hybrid automatically, as
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7

multiclouds source data
changes
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ROBUST DATA ENGINE FOR Al

SECUREIT

with guardrails
throughout the
data lifecycle

TRANSORM IT

-

so it can be

consumed by Al
apps

TALK TO YOUR DATA

via semantic search

Al Agent Chatbot




NetApp Console

N
Take command of your NetApp storage and Data Services
You’re in
_ Control
Storage and Data Services management
One secure login, One interface .

Single point of management control
Orchestrate ONTAP data protection and resilience
Integrated NetApp tool sets

~{

One Console. Intelligent, simplified operations

Simplified Simplified onboarding and deployment.
. » Intuitive home page and automated workflows
Operatlons. Licenses and subscription visibility and control
Security First. Real-time insights and alerts for proactive resolution

Security-first foundation

I |dentity first verification-controlled access

Least privilege rights with resource hierarchy that’s multi-tenant
Meets compliance and governance requirements

Secured partner support-based access
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NetApp Ransomware Resilience

Formerly BlueXP ransomware protection

Intelligently orchestrate a workload-centric
ransomware defense across your ONTAP

storage (file and block)

 New name reinforces NetApp’s
comprehensive approach to protecting
ONTAP workloads from ransomware attacks
— from protection through real-time detection,
rapid response, and malware-free recovery
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Becommended actions

in
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Al-based ONTAP
anomaly detection
(ARP, ARP/AI)

Data intelligence via Policies
Data Classification (Backup and
Recovery)

Al-based UEBA
anomaly detection

S{‘D

Immutable backup
(DataLock)

Malicious file blocking
(FPolicy)

aee
e

l.l@

App-consistent
protection and
recovery (SnapCenter)

¢

Tamperproof
Snapshot copies



NetApp Ransomware Resilience

Data Breach Detection uncovers
early indicators of a potential
data exfiltration attempt

« Automatically alerts the customer
and their SIEM

* Provides forensic data to act fast
and block suspicious users

« Also detects encryption and
mass deletion attempts

M NetApp 10 ©2025 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL

Dashboard
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xxxxxxxxxxxx

MINetApp Console
lience
Alerts
vvvvvvvv
P A I rt t adsts
Alerts (5)
Metin 2| Aerttype ¥ 3| Severity 2| Ssuspiciou 2|
uuuuuuuu Encryption ( @ rowntiatatiack  UneDlet
= Ml NetApp Console

Ransomware Resilience

Dashboard

Alerts > alert5786

alert5786

Impacted workloads: vm_datastore_001, +3

P () ajohn Unblock
(=) o

Filter by specific

volume(s)

New Edit

@ Status

Who, what and when

¢

October 9, 2025, 10:16...

O Detection time

0 AM - 8:00 PM (alert)

~

~




NetApp Ransomware Resilience

Isolated Recovery Environment
ensures a clean, fast, malware-free
workload restoration following an attack —

Ransomware Resilience

AAAAAA

» Analyzes the impact of the attack |
(encryption/malware)

* |dentifies and removes malware

« Recommends a data restoration
strategy that supports business needs =

AAAAAA

 Provides a guided process to restore E
the clean workload into production

Select the recovery

option that meets
business needs

uuuuuuuuuuuuu
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Ransomware Resilience Offer

6 months, fully functional, no charge
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Thank You
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